
Master the implementation and management of the cloud security program based 
on ISO/IEC 27017 and ISO/IEC 27018 
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Introduction to ISO/IEC 27017 and ISO/IEC 27018, and the initiation of a cloud security 
program 

↑ Training course objectives and structure 
↑ Standards and regulatory frameworks 
↑ Fundamental cloud computing concepts and 

principles 
↑ Understanding the organization’s cloud computing 

architecture 

↑ Information security roles and responsibilities related 
to cloud computing 

↑ Information security policy for cloud computing 

Cloud computing security risk management and cloud-specific controls 
↑ Cloud computing security risk management 
↑ Selection and design of cloud-specific controls 

↑ Implementation of cloud-specific controls (part 1) 

Documented information management and cloud security awareness and training 
↑ Implementation of cloud-specific controls (part 2) 
↑ Documented information management in the cloud 

↑ Cloud security awareness and training 

Cloud security incident management, testing, monitoring, and continual improvement 
↑ Cloud security incident management 
↑ Cloud security testing 
↑ Monitoring, measurement, analysis, and evaluation 

↑ Continual improvement 
↑ Closing of the training course 

Certification Exam 

Day 2 

Day 1 

Day 3 

Day 4 

Day 5 

Duration: 5 days 

https://www.pecb.com


www.pecb.com 

Domain 1 Fundamental principles and concepts of cloud computing 

Domain 2 Information security policy for cloud computing and documented information 
management 

Domain 3 Cloud computing security risk management 

Domain 4 Cloud-specific controls based on ISO/IEC 27017 and ISO/IEC 27018 and best 
practices 

Domain 5 Cloud security awareness, training, roles, and responsibilities 

Domain 6 Cloud security incident management 

Domain 7 Cloud security testing, monitoring, and continual improvement 

For more information about exam details, please visit Examination Rules and Policies. 

Duration: 3 hours 

https://pecb.com/en/examination-rules-and-policies
https://www.pecb.com


For additional information, please contact us at marketing@pecb.com or visit www.pecb.com 

Credential Exam Professional 
experience 

QMS project 
experience 

Other 
requirements 

PECB Certified 
Provisional Cloud 
Security Manager 

PECB Certified 
Lead Cloud Security 
Manager exam, or 
equivalent 

None None Signing the PECB 
Code of Ethics 

PECB Certified 
Cloud Security 
Manager 

PECB Certified 
Lead Cloud Security 
Manager exam, or 
equivalent 

Two years: One year 
of work experience in 
Cloud Security 

Project activities: a 
total of 200 hours 

Signing the PECB 
Code of Ethics 

PECB Certified 
Lead Cloud Security 
Manager 

PECB Certified 
Lead Cloud Security 
Manager exam, or 
equivalent 

Five years: Two years 
of work experience in 
Cloud Security 

Project activities: a 
total of 300 hours 

Signing the PECB 
Code of Ethics 

PECB Certified Senior 
Lead Cloud Security 
Manager 

PECB Certified 
Lead Cloud Security 
Manager exam, or 
equivalent 

Ten years: Seven years 
of work experience in 
Cloud Security 

Project activities: a 
total of 1,000 hours 

Signing the PECB 
Code of Ethics 
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